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2025-Mozilla-News.pdf 
 
Goals of Revocation Reason Proposal 
 

Clarify TLS BR Sec. 4.9.1.1: Reorganize and refine Section 4.9.1.1 to 
better define revocation reasons and reason codes, reducing 
ambiguity.​
 
Re-align Use of Some Reason Codes: Realign some revocation 
reasons into coherent categories:​
key soundness (1=keyCompromise); ​
identity accuracy (9=privilegeWithdrawn) DCV, CAA, and authority; 
and administrative / lifecycle management (4=superseded) for more 
predictable and meaningful CRL data.​
 
Improve Handling of Benign Cases: Direct use of CRLReason #4 
(superseded) for minor compliance or administrative revocations, 
including for many mass revocations.​
 
Support Ecosystem Consistency and Transparency: Simplify 
overlapping or duplicative language, use RFC 5280 codes, and create 
clearer mapping for data analysis of revocations. 

CA Inclusion Requests - https://wiki.mozilla.org/CA/Dashboard 

Status  Count 

Received - Initial Status (CA Providing Data)  16 

Information Verification (Verification by Root Store)  15 

CP/CPS Review  3 
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CA Compliance - https://wiki.mozilla.org/CA/Incident_Dashboard  

Questions? 
Mozilla Root Store Policy - will be updated in 2026 

Lessons Learned - last updated May 31, 2025 

Mass Revocation Planning - December 1, 2025, CPS deadline 

Single-Purpose Roots - April 15, 2026, plan submission deadline 

Mozilla CA Certificate Program: https://wiki.mozilla.org/CA 

Our Email Address: certificates@mozilla.org  

Thanks! 

In Public Discussion  0 

Pending Approval  0 

Recently Approved (OISTE) 1 

TOTAL  35 

Type  Count 

[audit-finding]  (PKIoverheid and SwissSign)  31 

[ca-misissuance] 1 

[crl-failure] / [ocsp-failure] 5 

[disclosure-failure] 1 

[dv-misissuance] 2 

[leaf-revocation-delay] 2 

[policy-failure] 9 

Total 50 
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